Duo Mobile

Turn On Passkey for Secure and
Convenient Login
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What is Passkey?

* Replacement for passwords
* More secure and convenient

* Uses your device’s facial recognition,
fingerprint reader, or passcode to
authenticate you

(“About the Security of Passkeys”)
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Requirements

Apple
* {0OS 16+/MacOS 13+
* Face ID/Touch ID enabled
* iCloud Keychain and two-factor
authentication enabled
Android
* Android 9+

* Preferred password manager
enabled

(“Device and Browser Compatibility”)
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Step 1: Loginto D2L
on your Apple Device

Sign in with your organizational account

Please use your primary E-mail address to log in
Students: [NetID]@students.kennesaw.edu
Faculty/Staff: [NetID]@kennesaw.edu

To change or reset your password, please visit NetlD
This is a Kennesaw State University information system, the use of

which is governed by University System of Georgia and KSU Policies
and Procedures. Unauthorized access is prohibited.

©2018 Microsoft ~ Kennesaw.edu  Privacy ~ KSU Service Desk

@ ksufedhigh.kennesaw.edu
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Sign in with your organizational account

someone@example.com

Password

Step 1: Loginto D2L )
on your Android

Device

© 2018 Microsoft

ksufed.kennesaw.edu
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Check for a Duo Push

Verify it's you by approving the notification...

Sent to "i0S" (

Step 2: Tap “Other — i
o) pt| ons” .

© 3 & pi-a70700d4.duosecurity.com
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Check for a Duo Push

Verify it's you by approving the notification...

Sent to "Android" (+++-++-

-

Step 2: Tap “Other —_
options” -

api-a70700d4.duosecurity.com ()
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Other options to log in

Duo Push
Send to "iOS" (

Duo Mobile passcode
Enter a code from the Duo Mobile app

Step 3: Tap “Manage
devices” :

Enter a code from your IT help desk

Manage devices
Add a phone, Touch ID, and more.

@ First you'll verify your identity.

Need help? Secured by Duo

S 3 & 1pi-a70700d4.duosecurity.com ¢
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< Back

Other options to log in

Duo Push
Send to "Android" (s++-+++-

Duo Mobile passcode
Enter a code from the Duo Mobile app

Step 3: Tap “Manage )
devices” e

Manage devices
Add a phone, Touch ID, and more.

@ First you'll verify your identity.

Need help? Secured by Duo

api-a70700d4.duosecurity.com ()
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Verify your identity before managing
devices

Duo Push
Send to "iOS" (-

. 6 |
Ste p 4 . Ta p D uo ouo e pssnts
» e
Push

Bypass code
Enter a code from your IT help desk

© 3 & pi-a70700d4.duosecurity.com C
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Verify your identity before
managing devices

Duo Push
Send to "Android" (s++-++*-

Step 4: Tap “Duo

Enter a code from the Duo Mobile app
I l | S I l Phone call
Call "Android" (

Bypass code
Enter a code from your IT help desk

api-a70700d4.duosecurity.com ()
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Step 5: Approve Duo
Push Notification

Kennesaw State University

®
© Us
(C)

Approve
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Duo Mobile

Verify your identity 12:46 Am
B Are you logging in to KSU Central
Authentication Universal?
Deny Approve

Verify it's you by approving the notification...

Sent to "Android" (s+*-++=-

o

Step 5: Approve Duo
Push Notification S —

api-a70700d4.duosecurity.com ()
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Back to login =

‘ ‘ Apple iPhone17,2
Step 6: Tap “Add a
. 9
d evice

and more

Need help?

© 3 & ‘management.duosecurity.com C
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Back to login =

Android

Step 6: Tap “Add a -
device”

Log in faster with Touch ID, Duo Push,
and more

:emanagement.duosecurity.com (9
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Close X 1>

Select an option

You'll use this to log in with Duo. You can add

another option later.

Recommended

"l(m Face ID / Touch ID

Use Face ID / Touch ID on this device

Step 7: Tap “Face ID / D T

Security key

Touch ID”

Phone number
Get a phone call

Need help? Secured by Duo

S @ @& ‘management.duosecurity.com C
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% Close X

KENNESAW STATE
ONIVERSITY

Select an option

You'll use this to log in with Duo. You can add

another option later.

Device verification ~Recommended
Use this device to verify your identity

Step 7: 1a D “Device D O e

Security key

verification”

Phone number
Get a phone call

Need help? Secured by Duo

:emanagement.duosecurity.com (9
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< Back Close X

Set up Face ID / Touch ID

When prompted, allow your browser to use
Face ID / Touch ID.

Your information is never shared with Duo

or the browser.

Step 8: Tap
“Continue”

Need help? Secured by Duo

} *management.duosecurity.com C
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< Back Close X

Set up device verification

Depending on your device, you'll be prompted

to use your face, fingerprint, or PIN.

Your information is never shared with Duo or

the browser.

Continue

Step 8: Tap
“Continue”

Need help? Secured by Duo

:emanagement.duosecurity.com (9
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Step 9: Tap
“Continue”

2¢Sign In

Use Face ID to signin?

A passkey for will be saved in iCloud
Keychain and available on all your devices.

Continue
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Use device verification

Waiting for you to verify your identity...

Step 9: Scan
Fingerprint or Face

@

Need help? Secured by Duo

:emanagement.duosecurity.com (9

@ a

(Velazquez-Romero)



Added Face ID / Touch ID

You can now log in with Duo using Face ID /

Touch ID on this device.

Continue

Step 10: Tap
“Continue”

Need help? Secured by Duo

© = & management.duosecurity.com ¢
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Added this device

You can now use this device to log in to Duo.

Continue

Step 10: Tap
“Continue”

Need help? Secured by Duo

:emanagement.duosecurity.com (9
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